Steganography Technique to Prevent Data
Loss by Using Boolean Functions
Satya Ranjan Dash, Alo Sen, Sk. Sarif Hassan, Rahul Roy,
Chinmaya Misra and Kamakhya Narain Singh

Abstract Steganalysis technique embedded the secret message, so we have to
conceal the very important data. Our main objective is undetectability, robustness
and capacity of the hidden data. Existing image steganography techniques used
various methods to hide data in a perfect manner. We used many Boolean functions
to achieve a data (image)-hiding method or image steganography without loss of
any information. Also, the data can be hidden and unhidden efﬁciently through the
Boolean functions. Our experiments and corresponding outcome deliver that it is
more secured than the existing approaches of steganography.
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1 Introduction
Steganography is known as “invisible” medium. It means to cover up communication
reality in another medium. Image steganography is the most popular technique to
hide image, video, etc. It has been developed spatial domain method through which
image pixel can be vague with same bits. Image can say many things what human can
see with human visual system (HVS). Steganography is not a new word; from ancient
ages, people were sending the secret message or information in various formats
which is coming under ancient steganography. Secret message is sent through various techniques like secret letter in each word or secret word in each sentence,
sometime with the different sizes of grasses which indicate different meaning.
Nowadays we are using digital steganography, as modern era has Internet and
digital signal processing due to which now become digital, and here, we are using
different kinds of steganography techniques like image-based steganography.
Embedded hidden message is also possible in video, audio ﬁle also. We also have
different kinds of steganography algorithm to embed the message. We also are
using DNA cryptography to hide and unhide the data [1].
Steganography is important due to its secret communication over the Internet. In
image steganography, secret communication can be sent by embedding text message into cover image, thus generating stega-image [2]. We have different kinds of
steganography techniques depending on the suitability described in Fig. 1.
Different steganography measures are
• Capacity—where maximum data we can embedded into the image.
• Perceptual transparency—where subsequent information hiding into cover page,
perceptual quality will be converted into stego-image.
• Robustness—where after embedding, data should stay together into stego-image
goes into some alteration such as cropping, ﬁltering etc.
• Computation complexity—where cost is computationally evaluate for embedding and extracting a hidden message.
There are different steganography techniques, and all the techniques have their pros
and cons. One of these techniques is masking and ﬁltering. In this technique, we
Fig. 1 Types of
steganography
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embedded information in added important areas than now hiding into the noise
level, but the problem is that it can be applied into only grey scale images and
limited to 24 bits. Steganography is employed in various useful applications.
The performance of steganography can be calculated from various factors, and
the most important factor is the undetectability of data from an unseen communication. Further connected procedures are the steganographic capability, which is the
most information that can carefully entrenched in a work lacking statistically
assessable objects [3], and toughness, which refers to how well the steganographic
classiﬁcation resists the image out of hidden data.

2 Related Work
Steganography can be used any digital media comparing to watermarking, and
encryption. In steganography, the keys are optional but in case of encryption it is
necessary. At least two unless self-embedded ﬁles are required, but in case of
encryption and steganography, the detection method is blind, but in case of
watermarking, it is usually informative. The objective of steganography is to secret
communication, but it protects the data in case of encryption. Steganography is very
ancient except its digital version. The LSB-based image steganography embeds the
undisclosed in the least signiﬁcant bits of pixel values of the cover image (CVR).
The idea of LSB embedding is easy. Also, pixel value differencing (PVD) is another
technique to hide data and embedded the secret message. Transform domain
technique [4] is more difﬁcult but better than spatial domain method. It conceal
information in areas of the picture that are fewer uncovered to density, cropping and
processing along with many other techniques. It is also used to the stego objects
[5–7] like images, audio, and video as well as ﬁle structures, and html pages. Most
favourable pixel correction development is used to improve stego-image value
obtained by effortless LSB replacement method. To make sure that the adaptive
amount k of LSBs remains unaffected after pixel adaptation, the LSBs ﬁgure is
computed by the high-order bits [8].
There are various steganography methods or techniques like in binary ﬁle
techniques watermark can be embedded by making some changes in binary code,
and in text technique, which is used in document to embed information inside a
document we can simply alter some of its characteristics and updated thing can not
visible to the human eye. We can also used wavelets to encode the whole
image, sound techniques and video steganography techniques for the secret
communication [9]. Al-Ataby and Al-Naima [10] had developed a customized
image steganography procedure based on wavelet transform. The developed technique assures high level of security. It compresses the data with increase in the
capacity or payload of the steganography process. However, this technique can
produce high computational overhead. Al-Shatnawi [11] proposed an image
steganography method which hides the undisclosed communication on probing
about the similar kinds of bits among the secret message and the pixel value [12].
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Table 1 Fifteen projection operators
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3 Proposed Work
We have aimed to create a secure data hiding technique through which we can have
100% recovery of data, meaning that we can hide the data without any loss of
information and unhide the data successfully. There is always any i and j which will
be treated as projection operators. We have created projection operators based on
Boolean function. Table 1 illustrates the Boolean functions.
We have illustrated the data hiding algorithm as follows.

3.1

Proposed Algorithm

3.1.1

Data Hiding Method

Step 1: Read the image and calculate the size of the image.
Step 2: Get two pixels of region of interest (ROI) of square area, namely A and
B by generating random pixel values. The size of A and B should be
n * n matrix.
Step 3: Convert the rgb image to binary image.
Step 4: For i = 1 to n
For j = 1 to n
Calculate Ci such that Ci = A op B, where op is a projection operator.
Step 5: Check the values of Ci with the values of A and B, respectively, to ﬁnd
whether they are same or not.
Step 6: Finally, we will be getting an image with shuffled region of interest
(ROI).

4 Experimental Results
We have used MATLAB for our experiment. We have taken an image in Fig. 2
having size 252 * 256. Then we have chosen two random ROI and get two cropped
image Fig. 3 having size 100 * 100. Figures 4 and 6 deﬁne the corresponding
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Fig. 2 Color image of
252 * 256 size

Fig. 3 First cropped image of
size 100 * 100

Fig. 4 Binary image of ﬁrst
cropped image

binary images of Figs. 3 and 5 respectively. Thus, we are getting the pixel of region
of interest (ROI) for square area, namely A (Fig. 4) and B (Fig. 6) matrices.
We have applied projection operator upon A and B which create C having size
100 * 100. The operation is as follows:
C [i] [j] = A [i] [j] F0 to F15 B [i] [j] (Totally, 15 Boolean functions have been
projected upon A and B and produced 15 different matrix). Then, each new matrix
has been checked with A and B for equality, and ﬁnally, we are getting an image
with shuffled region of interest (ROI).
The above experiment is based on only one sample report. We have done 500
times execution of same program to generate different matrices A and B, so that we
can ﬁnd out those projection operator for which most of the shuffled region of
interest (ROI) will be similar to corresponding A and B matrices. Hence, data hiding
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Fig. 5 Second cropped
image of size 100 * 100

Fig. 6 Binary image of
second cropped image

will be more efﬁcient with 100% preservation of data by those 15 projection
Boolean functions.

5 Analysis
• Figure 7 illustrates those Boolean functions which are common in most of the
iterations among total 500 iterations.
• According to the priority from Fig. 7, the Boolean functions are as follows:
• F4 and F6: mostly found within 101–200 iterations, where the resultant shuffled
ROI was matched with either A or B matrix.
• F2,F4,F6,F7,F9,F13,F15: mostly found within 301–500 iterations, where the
resultant shuffled ROI was matched with either A or B matrix.
• F2,F4,F6,F7: mostly found within 101–200 iterations, where the resultant shuffled ROI was matched with either A or B matrix.
• F0,F1,F3,F5,F8,F10,F11,F12,F14: not found in any of the iterations.
So, the Boolean functions with the higher priority can be efﬁciently used for
100% data recovery while unhiding the image without no information loss.
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Fig. 7 Boolean functions of iterations

6 Conclusion
In this paper, a novel steganography technique was offered, implemented and
analysed by using 15 Boolean functions. We have successfully hidden the image by
using these functions. We have taken randomly two ROIs of same n * n matrix
from the whole image. Our data hiding method has used 15 boolean functions to
accomplish 100% recovery of data, it means we can embedded maximum data into
the image and unhide it successfully without loss of any information. We had not
illustrated the unhiding methodology, but in the invert process, we can unhide the
data efﬁciently. According to analysis, some Boolean functions got no priority over
others. We will try to focus on those operators for better distribution.
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